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In the opening session of the workshop, experts and advocates on surveillance issues presented their 
views on the most pressing issues and developments. The session included, as speakers, Jacob 
Appelbaum (Tor project, University of Washington), Lisa Austin (Associate professor, Faculty of Law, 
University of Toronto), Dave McMahon (Bell Canada), Chris Prince (Policy analyst, Office of the 
Privacy Commissioner of Canada), Micheal Vonn (Policy director, BC Civil Liberties Association), 
with Ron Deibert (Citizenlab) as moderator.

The diversity of the panel became apparent right from the beginning as panelists discussed what scared 
them most about current developments in digital media. McMahon pointed to the uncertainties of 
technological change, with the current nuclear disaster in Japan as an example, and said he feared that 
“things spiral out of control”, leading to a “perfect storm”, hence the need for oversight and control. 
Appelbaum rejected the need for centralized control and said he feared that apathy, isolation, and the 
challenges of technological change would lead people to cede power to the state, based on a false 
assumption that those challenges may be too big for us to deal with ourselves. Further concerns 
included the current re-interpretation and re-framing of privacy as secrecy (Austin), the practice of 
using  surveillance and security measures against activists and thus against grassroots democratic 
engagement (Vonn), and the “global erosion of what is public and what is private” (Prince), with 
commercial actors taking over an increasing share of public life. 

Current developments in Canada regarding lawful access were described as bleak. There is an erosion 
in the protection of transmission data, and data must be provided by ISPs based on a simple police 
request, without warrant (Austin) and with courts being by-passed (Prince). The interest of authorities 
to create blanket surveillance is justified by pointing to “hypothetical” security risks and to the simple 
fact that it is “onerous” to get a warrant (Vonn). Appelbaum called the Canadian developments the 
“creation of a surveillance state”. Prince added that the same trends are happening elsewhere.  

McMahon insisted that current legislation does not adequately cover key issues of the present, such as 
threats by bot nets: “With millions of spam mails in a day, some re-balancing is necessary.” Vonn 
replied that technological change does not mean that the underlying legal principles have to change: 
“We should hold on to these principles as technology changes, rather than 're-balance' them.” She noted 
that evolution in technology is often used as an excuse to erode legal principles. 

On the role of commercial ISPs in surveillance, McMahon said that ISPs are in the business of selling 
access for money and have no interest in surveillance, but they will follow the law. Deibert asked more 
concretely whether ISPs read people's emails and whether average use is surveilled, to which 
McMahon replied “Do you pay me to read mails?” Appelbaum interpreted this reply as a “yes” because 
authorities are actually paying ISPs for intercepting communication. McMahon implicitly confirmed 
this as he highlighted that ISPs are increasingly faced with the need to police and investigate, and that 
policing is thereby outsourced to the ISPs (although he noted: “It's not a money-maker, it's rather a 
drain”). Appelbaum criticised that the commercial sector is the largest privacy obstacle, right after the 
state, as interception is practised widely but information on those practices is rarely ever made 
available. Corporations, in his view, act as direct arm of the state as they are paid off to spy on citizens. 

So what is to be done? Does there need to be better oversight? Prince noted that numerous oversight 
bodies exist, as well as detailed annual reports on wiretaps etc, but that the tools for effective measures 
on privacy protection are missing. Austin called for citizen action and protest, to challenge new 



surveillance legislation in court and to hold police accountable. Appelbaum mentioned the anonymity 
program TOR as a technical way to browse the web without traces (but he was cautious about the 
future of such technical options: “This can't work forever, eventually some politician will outlaw it”). 

Yet there was agreement that the foundation of any response to ongoing privacy violations needs to be 
awareness-raising that these violations are taking place and have become part of our everyday life. 
Prince noted: “We've had 20 years of deifying connectivity, and we will pay a price for this. In the 
future, someone will say: What is god's name were people thinking? We need to get back to a 
discussion on what privacy means and why it is important.” Vonn added that we have to understand 
that data is worth something: “It's a business model!” Appelbaum summarized that “the future of the 
security state is here, it's just not evenly distributed” as some people (political activists, for example) 
directly feel the effects whereas the majority of us does not yet. He called this ”Stasi 2.0” (referring to 
the former East German secret service, as well as to a recent campaign slogan by European 
mobilizations against data retention): “In Eastern Germany, some people were agents, whereas in our 
world, we are all agents without knowing it as we are giving up information about our friends through 
Facebook and other media every day.”
 


