
Closing Plenary—Charting the future of cyber-surveillance advocacy & research 

Notes by Brenda McPhail (University of Toronto)

*Notes are a paraphrase of the discussion comments, not a transcription; this is a selective rather than 
exhaustive record of the conversation. Panelists have their comments attributed to them, audience 
questions/comments are unattributed.* 

Charting the future of cyber-surveillance advocacy and research
Moderator: Andrew Clement, University of Toronto  (AC)
Panelists: Gus Hosein, (GH) Policy Director, Privacy International

David Lyon, (DL) Director, Surveillance Studies Centre, Queens University
Charles Raab, (CR) School of Social and Political Science, University of Edinburgh, UK
Micheal Vonn, (MV) Policy Director, BC Civil Liberties Association

Discussion focus: What's coming up and what can we do, in research, advocacy and activism?

AC: Thanks to all who contributed to a vibrant and engaging series of conversations

This workshop tried to bring together academic and advocates/activists concerned about these issues 
and as organisers we are very happy with the exchanges, and hope you are too.

On the panel, we have 2 academics, 2 advocates, if we are to categorize based on position titles, but all 
of the panelists wear different hats at different times. 

Question to the panelists: Are you an academic? Advocate? Academic? How do you think about those 
roles in your own life?

CR It’s bit ironic to be asked to define yourself in this way or that. I am a grandfather, a painter, etc .
I would provide a partial critique of those categories. I would say I'm an academic. Not an activist 
compared to others. However, I have been engaged in policy circles as advisor, invited expert, so if that 
is activism in the sense of engagement in policy processes, then I am a kind of activist.

MV I am usually an advocate, but also see myself as a public educator.

DL I started as an historian, became a professor of sociology. In surveillance studies I'm called upon to 
perform roles I never expected. In some contexts an advocate (I don't like any of the categories). Am 
engaged in political and ethical dimensions of what we do; am trying to learn ways to see and function 
ethically.

GH The idea that there is something called an academic who only exists in academia doesn't exist, or if 
it does, it shouldn't. Similarly, the popular idea of an activist as obsessed with an issue with no 
reflexivity is clearly wrong. Sometimes I play the academic role to raise issues; when I do so, I often 
find people want me to advocate, take stances. However, as an academic, the more you know the harder 
it is to do that.

AC Can you say something about the tensions of these different roles? A difference in terms of 
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accountabilities, timeframes ...  Advocacy isn’t always respected in academe for example….

DL, Early on, I took an epistemological stance, a post empiricist position, I believed I should allow my 
most important life commitments to affect the work that I do; those early thoughts about how academic 
work connects with life came home to roost when surveillance studies took off; 30 years ago, I made a 
decision that of all of the issues of the information society that I could think about, what happens to 
personal data seems to be crucially important. One little chapter I wrote in The Information Society 
became the basis for many things. I feel the timescale is rushed for policy comments sometimes by 
academic standards; the same is true if journalists call you for ‘expert’ comments. In terms of tensions, 
I think we have seen some today and I think they are creative and I love them. Our discussants have 
been from the activist camp; an effective dynamic in the sessions; not negative tensions as I've 
experienced them. Productive tensions.

AC There are tensions young academics face in terms of how they develop their reputations and spend 
their time. MV, can you comment, particularly in terms of those young academics who are willing to 
take advocacy roles?

MV Was recently at a scientific conference where there was a sense that advocacy was a career killer in 
that field; advocates can be your allies as academics. We have a megaphone that you may want to use, 
or may not at different times. If you want to get your research out into the world there are ways to do 
that that NGOs can assist with; I like to think that I am a position to be an information broker, we can 
work symbiotically, as an example of strategies for people doing difficult to fund research, for example.

AC In thinking of UK ID card debate, both GH and CR were active in that debate in various ways. Can 
you comment on what you did and the ways you complimented each other in the fight?

CR Gus was far more involved. I came in near the end.
GH, It comes back to my contention that I'm not sure of the dif between advocate and academic. 
Background, the UK had a strong government, and it wanted an ID card. Simon Davies suggested we 
work under the London School of Economics (LSE) where we hold positions, rather than through 
Privacy International; we produced a report, 300 pages of analysis on government proposals, got 15 
senior LSE staff to sign off, same kind of report Privacy international would produce but under the 
LSE. When it got personal attention for the two Privacy International authors, Simon and Gus, the LSE 
stood behind them, despite government officials naming them and castigating them in the media. But I 
wouldn't have written that report as a young academic in the LSE. At the time, we got flack from senior 
academics, I even got yelled at as a conference and told that academics don't interfere in policy, they 
study it. In UK, the way academics are being assessed now includes impact which includes impact on 
policy but that's a distinct shift.

CR The Home Secretary pilloried Simon Davies on BBC radio trying to rubbish the provenance of the 
report; I thought it was disgusting. My involvement was when I got a call for participation in an expert 
group for the Home Office to try and figure out if the ID scheme could be reframed in a more ‘sensible’ 
way. Thought about what collegues and friends would say, but said yes. 9-10 of us from all kinds of 
walks, people in prominent positions in certain organizations. There were concerns that government 
didn't know how to design an ID system well and it needed to be thought through more carefully. 
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Everyone was around the table was critical of the ID scheme in one way or another. Once the election 
happened, the new government abolished the ID card initiative and the group.

It got me thinking about how ID groups speak to power. We were there in that case because we were 
thought to be sensible people. You influence policy through osmosis, getting to know people so they 
can begin to respond to your ideas, not your findings. You find who to cultivate, may be dissident civil 
servants. It’s a different model than plugging in findings into a process. Some of the advocates and 
activists know how the policy process works from the inside in a nuanced way and they are good 
guides as to how academics might introduce ideas into policy processes.

AC Wearing for the moment your most prominent hat, what would you ask of the other players and 
what do you think have been the most prominent gifts of each?

GH I’m going to stir the pot. I don't understand why this is the first time we’re mixing. Love it, but 
why only now? I'm an academic, I read papers that study the issues we raise and study the fights we 
fight without mentioning our advocacy work. An advocate is not different in terms of how were all 
figuring out what's going on in the world and how to affect those things. We are sometimes treated as 
the great unwashed, you (academics) create a big body of knowledge, but more needs to be done than 
that. 

AC What do academics contribute to advocacy?

GH Legal academics get quoted and testify; social scientists less so.

DL The big project within which this workshop falls (The New Transparency Project) is one in which 
we competed with others, by submitting an academic research plan and also we were actually required 
to connect to others outside the University as part of the conditions of funding.  We are midstream now, 
some of the civil society and organizational partners and academics have dropped out, and some stayed 
with us. Have had other workshops and they have had involvement from federal privacy 
commissioners and international civil liberties group, different kinds of groups, and they now have 
connections between one another as well. Other things we've done have involved this mix; this one 
may have more variety and has been very explicit about making these connections, but it is in line with 
our goals to make this kind of connection with team members.

AC Let’s talk more specifically about Canada and the lawful access issue that we discussed at the 
beginning of the workshop. How might we work together to affect the omnibus law bill coming soon in 
the short and longterm?

MV Let me be blunt. This is a situation that highlights how we need both of these pieces at the table. 
The battleground is shifted. Take electronic medical records. Governments don't debate issues, they 
hire a publicist. We can help frame academic work as a hook; we can take existing info as something 
we can lob into the public forum. They don't want to discuss facts, we have to put them out in a way 
they can't ignore and people can't ignore.

For example, consider body scanner issues. CBC arranged debate between myself (MV) and CATSA 
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and CATSA refused to participate unless they could go second; wouldn't allow rebuttal. We need to 
pull this onto our turf. Lawful access, perimeter security, we have to work together, it’s not an option.

AC What can we do in the medium term on this issue? DL, what might the New Transparency project 
convene, for example?

DL I think that being able to respond in the way MV suggests is excellent. I think we can help in 
reframing. The same day as body scanning they also announced observational scanning, in the Israeli 
model, which to me was scarier. One thing we could do is choose our battles together, where 
strategically can we make a difference. The omnibus bill is a good example because, sometimes, there 
are cases that pinpoint issues. In this meeting we've heard about fusion centers, it’s that kind of 
exemplary case that we can take forward. Digital signage is another one that draws together many 
facets of surveillance that could be drawn together in a big project. One thing we've suggested is we do 
a kind of audit of surveillance in Canada; it would be distinctively Canadian, draw on Canadian 
expertise, could call on academics and advocates across a rage of areas. Hotbutton topics can help us 
engage together.

AC Now I’ll open it up to the room. What should be on our agendas? What would you like to enroll 
others in?

KM, One answer to the question “how do you protect young academics?” Hire us.

Audience comments (not attributed)

-I think in our distinctions we're forgetting a category, the technologists. They make things, they engage 
in what the technology does technically, ethically. In the US particularly, they don't necessarily have to 
do something, people go after them. EFF has represented a person who, for example, demonstrated a 
particular copyright protection could be broken and was threatened to keep him from publishing his 
work by the corporate interests supporting that type of protection. Also have to remember that 
companies are not monolithic; there are people inside who could for example work to include privacy 
protections in tech if they had support.

-I wear many hats; researcher, activist and press. Press hat is important. For one thing, it entitles me to 
fee waivers for FOI requests. And it is important to push that angle too. Being an academic gives you a 
letterhead and title that is respected. Political figures will take me more seriously as an academic than 
an activist, it gives legitimacy. Most technology people who are active in policy interventions all have 
tenure and all were respected in their fields before they started taking on activist roles. There needs to 
be a credible academic path for people doing policy activism if people are to be able to do this before 
tenure.

-I want to respond to comment that advocates aren't taken seriously enough in academia. In fact, I was 
impressed by the extent to which advocacy groups are cited by academics. As an academic, I spend a 
lot of time in admin and teaching and teaching is a form of advocacy that needs to be recognized. It's 
really really important, don't knock it.
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-Don't agree there are no paths for activist scholars to progress. In my professional school we do take 
impact into account. Activist impact would clearly count. There are also conferences that bring people 
interested in policy in all ways together; there are venues for such work, although they may not always 
be the mainstream ones.

-In this room there are very few of us without a degree. That's one issue, a lot of people working in 
policy don't write papers, don't go to conferences. 
3 points for the panel. 1. Submitting lot of FOI requests and publishing the raw data is really useful and 
powerful and academics might get it more easily than activists.

2. I have thought about forming a journal computer,science. Would like to see source code and 
data published also.

3. Push for right to observe; when it comes to networks, Citizen Lab has pushed that forward 
and we need to continue
.
-As academics, cost of FOI may be prohibitive 

-What would be lovely and is on my wish list is a dual track for academic publishing with publishing 
for more popular sources; with an advocacy hat on, we spend time translating academic work to 
something the public will respond to and understand. I've given talks in deep suburbs where people 
intuitively understand what it is to be profiled, categorized, what a data shadow is. As advocates, we do 
get to work "in the long form" so we can translate academic work. If academics could do it, that would 
be way better. Popularizing is often disparaged, but it shouldn't be, it's just talking to people.

AC As academics, our universities are losing funding regularly; we need to engage with public policy 
also to prove our contribution to the public good as well to preserve our legitimacy.

CR Writing reports for government offices meant for public consumption as well as academics and 
officials is valuable. Can get value from project by producing a variety of outputs. Eg. Reports, 
scenarios, press releases, op eds.

-Academics can send stuff to advocacy groups

-What we don't have is an ethical dialogue on information issues. How do we develop a sustainable 
ethical dialogue on surveillance?

DL at present it is an aspiration, but its beginning. There are some great PhD students, others doing 
work on ethical dimensions. There are two ways of coming at it. Specific ethical probes in particular 
areas/issues eg. airport scanning. The other is broad based; ask questions that are far too infrequently 
asked. What kind of society are we actually wanting? What would be the constituative components of 
the kind of society we want to see? Are there things that would be prohibited if we could agree on what 
kind of principles our society can support?

I think we reify these categories. As academics, we are in a situation of pressure and flex, under 
pressure to bow to a market model of the utility of education and that market model is flawed. If we go 
through with it, we will become subject to a market model of what our utility is. What are we here for? 
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We teach. Why? So students can get jobs?? We’re concerned about that of course, but that's not the 
purpose of the eductation, we foster critical thinking and foster engaged citizens. When it comes to 
ethical questions, how we contribute to policy debates that has to be put in context of the rapidly 
changing university environment. We are whole human beings. Academics can write op eds but maybe 
we should always be writing accessibly. 

CR there are conferences, panels, journals dealing with ethics, these conversations happen, there are 
venues and opportunities for it.

GH Keep on doing the work, talking to us, let us borrow

Also, keep it up but keep it up fast if you're serious about getting involved in for eg this crime bill. 

MV I will give my last word to Wendy Brown, who suggested we should justify the humanities by 
saying this is what it means to be human. I think that's a perspective for our policy thoughts as well.

AC Thanks for financial support to the Canadian Centre for Global Security Studies and the Munk 
School of Global Affairs (venue)
IPSI
UTAC
SSHRC through the NT project for workshop funding, for grad student and post doc support, for our 
work

Thanks to authors for contributing. From this workshop, we are soliciting contributions for a double 
issue of Surveillance and Society and we encourage you to submit your papers.

Thanks to the advocates as we've so crudely labelled them who've given up time to discuss, respond to 
our papers, be here and talk to us

Thanks to all exhibitors in the demo hall.

Thanks to volunteers and staff, including:
Jennette Weber for program typography and graphics
Joan Sharpe for behind the scenes admin and details
Kate Milberry for essentially a year of organizing 
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