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There are two primary strategies for addressing the rise in digital surveillance: legal and technical. The 
legal strategy involves working to change laws and challenge existing practice through litigation. The 
technical approach is to develop new software or hardware that follows a principle of privacy by design 
or attempts to prevent surveillance of existing protocols by adding a layer of encryption or 
anonymization.  

Both legal and technical strategies are vitally important, but there are surveillance concerns which are 
not, and cannot, be addressed by either approach. Take, for example, the problem of email headers. We 
know, from whistleblowers and leaks from high level officials, that the US government uses the 
transaction data in email headers to construct a social graph of everyone whose email passes through 
key data exchanges in the U.S. Although this level of unprecedented surveillance is potentially a 
serious threat to social movements, there is little chance of a successful challenge through the legal 
system anytime soon. Technical remedies don't fair much better: encrypting email content using a 
program like PGP keeps the headers in clear text and it remains available for automated relationship 
mapping.  

Email is only one example. Many essential communication services, such as DNS, group chat, instant 
messages, social networking, file storage, mailing lists, web hosting, and document collaboration, are 
all susceptible to digital surveillance in ways unaddressed by existing law or technology available to 
end-users. For some communication needs, such as internet service or person-to-person chat, there do 
exist mature technologies that achieve a high level of security, such as Off-The-Record (OTR) or TOR. 
Unfortunately, the difficulty and limitations of OTR and TOR make these impractical for most users.  

As a complement to legal and technological responses to digital surveillance, Riseup practices a third 
option we call the "institutional" approach. This strategy focuses on what an online service provider 
can do to protect their users from surveillance. An institutional approach seeks to generally protect a 
large number of users with a moderate degree of security without requiring users to learn any new 
software.  

To return to the example of email, the institutional service provider approach involves the use of 
opportunistic encryption to secure the exchange of email between mail providers whenever possible. 
This doesn’t guarantee any particular message is kept private, but it minimizes exposure to mass 
surveillance when both sender and recipient are using a service provider that supports encrypted mail 
exchange.  

Riseup collaborates with other alternative service providers to develop enforceable guidelines for 
becoming a secure service provider that follows this institutional approach. These guidelines have not 
yet been finalized and made public, but the general approach is to encrypt traffic, encrypt storage, and 
minimize data retention whenever possible for a series of core services commonly available from 
online service providers.  

Although we have much of this in place, there are still many areas that require the development of new 
technology on the server-side to achieve a high level of resistance to surveillance. In the long term, we 
hope that client-side technology will advance to the point where the choice of service provider is 
inconsequential. Until then, institutional approaches are an essential compliment to legal and 
technological remedies for the threat of runaway surveillance.  


