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In November 2010, the government reintroduced the Investigative 
Powers for the 21st Century Act (C-51) and the Investigating and Preventing Criminal Electronic 
Communications Act (C-52).  Similar legislative proposals have been tabled in Parliament in the 
past six years, generally under the term lawful access.  Some received first reading, while 
others were even debated by Members of Parliament.  To date, however, none of the bills have 
become law.  At their core, C-51 and C-52 alter Canada’s legal regime for search and seizure, 
working in conjunction with other pieces of legislation now before Parliament.  One modifies 
Canada’s private sector privacy law (C-29), another aims to target child pornography (C-22), still 
another would streamline certain warrant applications (C-50).  As a package, the suite is 
designed to: 

 Ensure authorities are alerted quickly to certain illegal online activities (e.g. certain offences 
against children, trading in child pornography, suspected fraud, financial abuse, etc),  

 Give law enforcement broad tools for the preservation of data to be used as evidence 
(allowing officers to demand data moving through user accounts by frozen),  

 Allow government investigators to trace digital transactions and communications (with new 
electronic monitoring for persons, as well as vehicle and transaction tracking warrants),  

 Ensure police and security agencies can intercept new platforms for communication (by 
compelling any company providing new devices or service in Canada to build intercept 
capabilities into their network), and finally, 

 Allow Canadian law enforcement bodies, the Canadian Security and Intelligence Service 
(CSIS) and the Competition Bureau to access TSP subscriber records without a warrant. 



As Justice Laforest wrote “the restraints imposed on government to pry into the lives of 
the citizen go to the essence of a democratic state" (R. v. Dyment, [1988] 2 S.C.R. 417). 
According to the Charter and subsequent jurisprudence, whenever new surveillance powers or 
programs are proposed in Canada, the government must demonstrate clearly that each 
measure is a truly necessary, effective and proportionate response.  In our view, proponents of 
the most recent lawful access proposals have not shown such the untailored approach to some 
new investigative powers is needed or justified.  After previous iterations of the bills were tabled, 
all Privacy Commissioners from across Canada met to discuss the privacy implications of the 
government’s initiative.  Collectively, they arrived at serious concerns about the impact the 
measures would have on the privacy rights of Canadians, the existing legal regime and how 
meaningful controls and oversight would be established.  In September 2009, the group issued 
a joint resolution, calling for legislators to: 

 Exercise care and caution as they approached these issues,  
 Explore less invasive alternatives,  
 Tailor the powers to specific, serious crime,  
 Consider appropriate legal thresholds for authorization,  
 Ensure effective on-going oversight measures, and,  
 Make provisions for regular public reporting on the use of the new powers, similar to those 

now in place under Part VI of the Criminal Code. 
 

In October 2009, the Office of the Privacy Commissioner expanded upon this analysis, 
writing to Parliamentarians, as well as the Ministers of Justice and of Public Safety.  We 
expanded upon these points, and as an alternative, suggested that the administrative process 
and resourcing side of court applications be re-examined – as opposed to lowering privacy 
protections.  Finally, in March 2011, just prior to Parliament’s dissolution, Canada’s privacy 
commissioners wrote directly to Public Safety Canada, stressing the weakness and gaps in the 
oversight regime allowed for in the proposed legislation and generally noting the lack of balance 
and proper public consultation with the initiative.   

Sources:  

1. Cohen, S. Privacy, Crime and Terror: Legal Rights and Security in a Time of Peril (2005) 
2. Forcese, C. National security law: Canadian practice in international perspective (2008) 
3. Hubbard, Brauti and Fenton. Wiretapping and Other Electronic Surveillance: Law and Procedure 

(2008) 
4. Martin’s Annual Criminal Code (Canada Law Book, 2010) 
5. Office of the Privacy Commissioner of Canada.  Backgrounder: Surveillance, Search or Seizure 

Powers Extended by Recent Legislation in Canada, Britain, France and the United States - May 7, 
2009 - URL: http://www.priv.gc.ca/parl/2009/parl_bg_090507_e.cfm) 

6. Ibid. Letter to the Standing Committee on Public Safety and National Security regarding the 
Commissioner's initial analysis on the privacy implications on Bills C-46 and C-47 - October 27, 2009 
- URL: http://www.priv.gc.ca/parl/2009/let_091027_e.cfm) 

7. Protecting Privacy for Canadians in the 21st Century - Resolution of Canada’s Privacy 
Commissioners and Privacy Enforcement Officials - September 9-10, 2009, St. John’s, Newfoundland 
- URL: http://www.priv.gc.ca/media/nr-c/2009/res_090910_e.cfm) 

8. Letter to Public Safety Canada from Canada's Privacy Commissioners and Ombudspersons on the 
current 'Lawful Access' proposals - March 9, 2011 – URL: http://www.priv.gc.ca/media/nr-
c/2011/let_110309_e.cfm 


