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The plenary panel on the first conference day featured three papers on strategies on how to counter 
surveillance. Finn Brunton presented the paper “Vernacular resistance to data collection and 
surveillance: A political theory of obfuscation” by himself and Helen Nissenbaum (both New York 
University). Obfuscation is a mode of privacy protection and of resisting large-scale data mining and 
collection by providing large quantities of data. Privacy, in this case, is to be enhanced not by obscuring 
data and keeping data secret but by swamping data management capacities and making data unreliable.  
Brunton distinguished between time-based obfuscation; cooperative obfuscation (for example, 
swapping supermarket loyalty cards and thereby preventing the creation of personalized data patterns); 
selective obfuscation (for example, filling in a Facebook profile with fake information); and 
ambiguating obfuscation (using specific applications).

Brunton acknowledged ethical problems with this strategy, such as dishonesty, free-riding (the success 
of obfuscation requires other people giving up their 'real' data), waste of resources, pollution of 
databases (what if the wrong people get arrested?). He also said it's a weak strategy, a strategy of last 
resort, in no-choice situations when one is forced to provide data, so that obfuscation is mainly a 
“weapon of the weak”. He asked whether it is possible to make it a strong strategy and whether it can 
be designed in. 

Seda Gurses presented her and Jason Pridmore's paper “Translating privacy into digital designs: 
Technical strategies to counter everyday surveillance”. She discussed three design strategies: 
prevention of unwanted disclosure of data; rules for collection and processing of uncontrolled data; and 
individual oversight over disclosure by the user. While she dismissed the first two as limited, she 
discussed the third in more depth. Identity providers (such as Microsoft Passport) allow for user-based 
oversight, as every time information about the user in passed on, it happens through the user. However 
this creates significant data traffic (which can be anonymized, but also de-anonymized on the request of 
authorities) and silos of information in various participating services.

Oliver Leistert from University of Paderborn, Germany, presented findings from a major study on the 
use of mobile media by 50 activist groups from around the globe and from court document analysis on 
the surveillance of activists, in his paper “Protection against digitally mediated surveillance within  
social movements and the infrastructure as adversary”. In the first part, he discussed the perceptions of, 
and counter-measures against, surveillance by activists. He found strong awareness of surveillance in 
social movements, particularly regarding the content of both online and mobile communication.  
Activists use code words, mistrust mobile devices (for example, they turn them off and take out the 
batteries during meetings), sometimes they do not use these devices for mobilization because of 
surveillance, and they use privacy-enhancing technologies, such as PGP.

According to Leistert, court documents prove the wide-spread use of cell phone surveillance of 
activists during police investigations. However they also show that law enforcement agencies (LEAs) 
are primarily interested in meta-data that uncovers activists' location, movements, and social networks,  
rather than the content of conversations. For example, silent sms have been sent to some activists on an 
hourly basis over a period of months and years, creating data traffic that allows the police to track a cell  
phone user's exact location but is hidden to the user. The documents also show that strategies of turning 
off cell phones or leaving them at home have raised suspicion of LEAs and have advanced 
investigations. There is thus a gap between activists' assumptions and counter-strategies, and the actual 
practices by LEAs.
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In her discussion of the presentations, Kate Milberry highlighted that activists have been targeted for 
surveillance measures and dissent has been criminalized, not least around the G20 summit in 2010. 
Some activist groups have therefore returned to old-fashioned face-to-face organizing. This paradox 
was also discussed by other workshop participants: While there is great enthusiasm of the use of social 
media in the uprisings in North Africa and the Middle East, many activists seem to go low-tech because 
of digital surveillance. Participants agreed that we will not see a fundamental shift towards non-digital  
forms of organizing but that there is increasing awareness of sensible use of digital tools.
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