
Breakout Session 3 - Cyber-Warfare

Notes by Krista Boa

 (Discussant: Sukanya Pillay / Moderator: David Lyon, CCF)
� Ron Deibert, Citizen Lab, University of Toronto, Canada

Blurring Boundaries: Crime and Espionage Online
� Catherine Hart, Simon Fraser University, Canada

Mobilizing the Cyberspace Race: A Policy Analysis Exploring the Militarization of the Internet  
and its Implications on an Open Net

� Sunny Skye Hughes, University of Maine, US Lighting the Back Alleys of the Internet: A  
Review of Barack Obama’s Surveillance Policies Against the Background of the National  
Security State

Discussant’s Comments:

Deibert’s presentation provided a good overview of the current state of affairs, including how state’s 
co-opt human rights language, while Hart’s presentation shows how much justification in the name of 
national security allows. Finally, Hughes’ paper shows clear the perspective of people in the United 
States. 

Following a summary of the three talks, Pillay provided some additional comments and questions, 
including the following:

� When talking about regulation and security, we are talking about different groups – private 
sector, people/users, and states – and how are they all acting.

� There is a chilling effect going on – nothing to hide, nothing to fear, as well as actions taken, 
restriction made and censorship all in the name of “protecting”

� Invited audience to think of civil liberties and national security as part of the same seamless 
web of protection as opposed to being in contest.

� Today’s surveillance society is very different than during the cold war - It is far more pervasive. 
She asks what will be the effects of this pervasive surveillance and profiling.

� The utopian vision of the Internet has changed. Following big events, like 9/11, there are 
arguments for exceptionalism. While this is not new it is different when applied to the internet.

Discussion
A question about the perimeter security agreement and what it might entail as part of the 4-pronged 
approach to harmonizing cyber-security.

� It has something to do with coordinating already existing linkages but the best we can do is 
guess as the process is shrouded in secrecy. (RD)

� Cyber-security is a very real problem. Canada is very behind in cyber-security and therefore is 
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under a lot of pressure. Canada released a strategy but that read more like a placeholder. There 
are examples of some really big problems like the infected computers at Treasury Board. (RD)

There is a lot of discussion about trade offs and this presumes that the claims made about security, the 
effectiveness of security measures are legitimate/accurate. But the question is really whether X measure 
actually increases security. It is a strong rhetorical move, just using the term security. Security theatre is  
a helpful way to understand what is going on.

The issues of whether you can change the frame when you are trying to respond. Can the emphasis be 
put on the security measures themselves? Once we start talking about civil liberties and balancing,  
we’ve already conceded that security would exists.  It is time to reframe this debate. 

� In terms of media portrayals, looking back to the clipper chip and Clinton, it was clear 
said that we won’t get the security but we need to try for it. That is never said anymore. 
(CH)

� There is a lot of money in the area of cyber-security, a lot of investment from training in 
schools to funding IT training.

� The CLA looks at the effectiveness of proposed measures. (SP) 
� While private sector collection practices are problematic, it gets far worse when these 

are also passed on to the governments.

A question came up about forcing people to testify without charge and whether that would even work. 
Would it not simply be more effective to get a warrant, collect the evidence, and prosecute? 

Other concerns about security perimeter discussions, loss of anonymity, etc. came up.

The following book was suggested: Lucy Zedner. Security, Routledge, 2009.

Some specific comments were also given during the discussion about how some of the research might 
go further. 

� It is important to locate discourses identified in policies and policy documents within the 
broader context of public policy. Policy documents and discourses are not policy

� Looking specifically at proportionality – are measures proposed proportional? And look 
specifically at arguments based on threats and risks.

� Looking at events is a useful approach but tease out the significance of elites, in this case 
security elites.

A question was raised about the role of government and the private sector. We often talking companies 
– people losing rights and governments losing sovereignty – how much do companies need the state to 
do the securitization?

� Companies certainly have a stake and there is a political economy of cyber-security. Many of 
the big cold war companies have migrated to this one and they have a very large voice.

� Discourses of cyber security need to be understood, especially when those talking have a stake / 
financial stake in the outcome.
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� The RCMP suffers from a huge lack of resources on which Canada recently ranked very poorly. 
Police don’t need new powers, legislation, and data; they need more capacity, training, and 
resources.

Often what is more revealing in policy documents is not what they say but rather what they don’t say. 

Framing makes it seem more military and threat level instead of looking at it terms of fixing and 
securing networks. 

� It would be interesting to see how the media portray these problems.

One way to deal with this problem is to use a model more like hygiene, more like washing hands after 
using the bathroom rather than big invasions ad threats. While the hygiene model solves some 
problems, it’s not sexy. The military metaphor, however, is good for funding. And general fuzziness of 
concepts further complicates this.

Security and international government protocols prevents many government from using the goods from 
particular companies. What are the implications of new companies coming and getting non-uniform 
pushback?

� This is a very interesting research area – the economics of cyberspace controls. Countries trying 
to control the top level and doing so through linguistic/language domains.

How do we reframe the issue from civil liberties/security to include other things, like organized crime,  
for instance?

� The discourses in this area rely on people having little to no understanding of how computers 
work – “attacks” can be such a wide range of things, for instance, and talking about this more 
precisely without using tech terms is going to be really hard.

� Engage with stakeholders not usually dealt with, like intelligence agencies.
� Participants and everyday people don’t own the language. But it need not be this way. Drawing 

on the example of cars, most people don’t know how they work, the same for healthcare and 
other pressing issues. Yet, we all weigh in on this debate. Everyone should be part of the cyber-
security debates and so we need to reclaim the language so it can be brought to wider audiences. 
People, regular people have really sophisticated ideas.
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