
Breakout Session 5 - Cyber-surveillance in Everyday Life

Notes by Krista Boa

Experiencing Cyber-surveillance in Everyday Life (Discussant Tamir Isreal / Moderator: David 
Phillips, Rm 208N)

� Alice Marwick, Microsoft Research New England, US
The Public Domain: Social Surveillance in Everyday Life

� Arslan Butt & Richard Smith, Simon Fraser University, Canada
“I might not scratch my ass if I think there might be a camera taping it”: Public Perception of  
Surveillance Technologies in Everyday Life

� David Harper, University of East London, UK
Paranoia and public responses to cyber-surveillance

Discussant Comments:

This research is helpful as an advocate, particular having qualitative research. There is a lot of privacy 
protection for individual-to-state or individual-to-company dynamics but much less is known about 
individual-to-individual surveillance. There is some tort law, but not much. It is useful to learn about 
the dynamics playing out and the potential harms. Case studies are useful.

Might want to look at the use of sousveillance to apply social pressure and reassert power. There is a 
perceived flattening of power. But, we are seeing a lot of commercial and state entities stepping in and 
friending people. 

This work gives advocates a sense of the mountains still left to be climbed. People have awareness but 
in a general, indistinct and amorphous way. People have trouble reconciling things like privacy, direct  
marketing, incentives, and security. They want it all. Advocates need to be better at getting the message  
across about implications.

Sets of fact scenarios would be really useful as a way to burrow down into the issues. They would also 
be good for getting at the macro and micro pictures and help get at issues in messaging. This might be 
helpful in getting clarity

The paranoid label gets applied because there are so many steps involved in avoiding surveillance. 

From a regulatory perspective it needs to be made easier for people to protect against surveillance.

Discussion
Q- Does anyone adopt paranoia as virtue? 
It would be more activist and surveilled communities – not the focus in David’s research. People are 
kind of bothered and if it was easy to do something about it people would.

Q- Do respondents find marketing /underlying surveillance salient?
� Some do. New mothers, for instance, interpreted getting new mother oriented stuff as good, 

whereas things like pop-up ads make people feel invaded. It is the point of entry aspects that 
bother people. (DH)
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� Teens have no concern about marketing tracking. Harms come from social surveillance, 
marketing and advertising just a part of life. Individual-to-individual surveillance has much 
more direct implications than private sector and state for this group. (AM)

� Younger indifferent. Surveillance is a fact of life. This group is aware of several forms. But this 
might the result of the sample used, university and communications students. They read about. 
But they have no problem putting out the personal information and details. Older people and 
particular 1 woman in the study have concerns about these things. One subject, a 65-year-old 
Persian male believed surveillance is a necessary otherwise it would be anarchy. Awareness 
always there --- but difference great in how much or if it bothered people. (AB)

� There are many misconceptions. There is the idea that if you have an informed debate, there is  
confusion and get people desensitized. For example, I feel safe because of the camera, when 
one is not necessarily safer. 

Q- Perceptions of generational differ across platforms. Facebook stalking is not a big deal but to 
Google someone is weird/creepy. How do platforms get tied to generations?

� In 2009, no kids were using twitter, now they are using it a lot, either to celebrity watch or as a 
private network: “FB like shouting into a crowd, twitter like speaking in a room.” Also 13018 
year olds don’t really have a presence on Google. All the kids admit to Facebook stalking but 
still feel there is something weird about it. (AM)

Q- With respect to the migration to twitter, are there any principles that activists can use?
� Using code words and code messages is very common. But I don’t know if there are any great 

tricks that can be used. (AM)

Q- How can young people have secrets? Secrets are important for dignity and autonomy. I don’t want 
to know what my kids are doing all the time. Hyper-vigilant parents and the dynamic surveillance is 
pervasive and unhealthy.

� This is an atypical approach to parenting. All parents and kids groomed to believe the internet 
dangerous and one is a bad parent if one is not constantly monitoring. This perspective tends to 
relate to socio-economic status and class. The higher one is, the more vigilant. For a lot of 
parents, if their child puts something online, the parents feel the there is the right to seeing. Yet 
there is the same kind of ethical quandaries as a diary. (AM)

� Some parents friend their kids and some know their passwords. (DH)

Q- In terms of method Q, how do you ask about everyday surveillance? And when, how much, and in 
what way do you probe the subject? These choices have distinct implications for the data produced. 

� Initial response then probed. But there are arguments on both sides. (DH)
� Using the subject’s own words for probing, drawing on the focus group model (AB).
� Get the kids to explain in their own words what they mean. For instance, sexting. (AM)

Q- Concerns about conceptual boundaries were raised. Surveillance seems to mean everything and 
nothing. Drawing on David Lyon’s definition of surveillance “the focused, systematic and routine 
attention to personal details for purposes of influence, management, protection or direction”. One of the 
key words is systematic. Is social surveillance systematic? Also parents’ checking up on kids on 
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Facebook is very different for company or state surveillance practices.
� We chose to use the word surveillance because it best describes what is going on. The subjects 

in our study are under a constant gaze, they fell it, and they self-censor accordingly. It is not 
that they are being watched at a particular point. That isn’t the point. It is that at any point 
someone might be. That is what is important and it fits with the original panoptic sense of 
surveillance. (AM)

[General agreement in the room] - What else is high school about? People change behaviour based on 
being watched.

Is the question about the intent of the watcher? 

That definition was purposefully open ended. Surveillance is not just for social control but about 
influence too. The intent of the definition is for broad interpretation and analysis. (DL)

Another way to approach defining surveillance is to start with individuation, identification, and the 
back and forth between individual and populations.
Statistical surveillance versus visual (where someone is).

What if it is that we now see surveillantly, that culture is not just seeing photographically?

If it is not possible to define what is not surveillance, or how one distinguishes surveillance from other 
equally vague concepts like power, this is a problem for social research. Possibly an epistemology 
problem?

In terms of regulation and how to do it, individual-to-individual is different from individual-to-
organization. But surveillance might still be a good lens.

It is not just about what surveillance is, but how we experience ourselves, the pervasive ubiquitous 
experience. 

Why should it be straightforward? Sociologists have a hard time saying what isn’t social, same with 
economists and economics. So why should it not be the same for surveillance studies scholars and 
surveillance?
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