
Break-out session B0 1: Social Networking – Emancipation/Punishment?

The first break-out session focused on the role of surveillance in social media and digital environments. 
With his presentation on “Violence and Social Networking in Mexico: Actors and Surveillance 
Technologies”, Nelson Arteaga-Botello (Universidad Autonoma del Estado de Mexico) changed the 
predominant perspective of the workshop from surveillance of citizens to surveillance by citizens. He 
discussed how  Twitter and Facebook have been used in Mexico to gather information on imminent 
activities by organized crime, such as road blocks, and to warn members of the network of current 
dangerous city spots and of areas that should be avoided. As state-based security services have broken 
down, citizens have thus taken the role of checking local areas for safety hazards. However, as social 
media are mainly used by younger and better-resourced social sectors, Arteaga-Botello claims that such 
practices serve to create an electronic wall around the wealthier part of the population, guarding them 
from dangers and thus reproducing gated communities by electronic means. 

Jennifer Martin (University of Western Ontario) discussed the wide-spread surveillance practices in 
Second Life, in her presentation “Second Life: Power to the People or Virtual Surveillance Society?”.  
She showed a number of different devices that are available to record chats by others, or track the 
movements by others. Practices of gathering information on residents, for example by putting bugs on 
their avatars, are common. Martin also highlighted the lack of knowledge and awareness of 
surveillance practices by Second Life inhabitants. Just as in real life, surveillance is often framed as 
necessary and beneficial, and expectations of online anonymity prevail. 

Priscilla Regan (George Mason University) presented a paper by herself and Deborah Johnson 
(University of Virginia) on “Reconfiguring the House of Mirrors: Narrowing Digitally Mediated 
Surveillance on Facebook”. She used the metaphor of the house of mirrors to explain key moments of 
surveillance: the entry with an initial image or representation; the multiplication of that image and its  
accessibility to different viewers; highlighting and shading through comments and news; and rendering 
through the account by other people. At each of these moments, the house of mirrors could be 
reconfigured to minimize surveillance: For example, at the entry level, the terms of service should be 
clarified, and multiple accounts should be allowed, while at the highlighting/shading level, contextual  
clarity should be retained and the possibility of data death enabled.

In the discussion, Colin Bennett questioned the appropriateness of the metaphor: In Facebook you don't 
see your reflections as power relations are hidden and surveillance is invisible. However participants 
agreed with Regan that awareness-raising is not a sufficient strategy to deal with surveillance in social  
media because of the social cost of not being present on those platforms. This leads to the question 
whether social media platforms are a public space that needs to be regulated.
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